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CYBERSECURITY FOR
DEFENCE INDUSTRY

It's 2008. The US sub-prime mortgage s is dominating the n . Lehman Brothers h
collapsed in America's largest-ever bankruptcy filing, the American stock market has dropp

almost 40 per cent and most talk is now of the worst economic event since the Depression.

[:5]
EWEN LEVICK | SYDNEY
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S THE HEADLINES focused on Wall Street, an-

other news story emerged in November that

was no less momentous in its own Wiy, At an

American military base somewhere in the Mid-

dle East, someone |rJ:'Lt'd up a stray USB stick
- l]["l‘lii]l-\ I-|'|H|| al 'I1dti.ll|'|ni|—\ I'”i]l]ll-lr[l or |]I-i- d l.'l'llll'il:;’_”l'.'\'
desk. It was no |1i;,'1,:l.'r than a cigarette 1i;:hli‘r.

That person plugged it into a laptop and inadvertently
sparked a chain of events that would eventually land on the
desk of US President ('n'tlr}_',l.' W Bush: the worst breach ol
military computer systems in US history.

The attack hit US Central Command, the HOQ) re-
.~«-|:-nn1.i|:|:- for Middle East l]|:ll.'l'il|.:ill[l."|, and worked to
pass on information on combat operations to a foreign
state. [t was described as a "digital beachhead’ by then-
Deputy Secretary for Defense William Lynn, writing in
Foreign Aflfairs.

“The Hash drive's malicious computer code, placed
Ih{'l'l' I]'t ol ||H'{']H|1 Irltl'“lg{‘lu'l‘ :I_L'l"!l("\, lJPl{I-'l[Il'I'.I i[.‘i['lll
onto a network run bv the US Central
(.1|l|]|ll.'|.|'|li.-l l.‘. nn '\].Ii[l. ".T I'I-I.I ['[I[I[' ‘|F|rl'i|.[|

undetected on both classified and unclas-

“It strikes me that it is so often children breaking into these
systems,” Hunt said. "Kids have access to so much material wo
do this.”

ngl!!} sensitive government 11l'll.ur|'|-l-., such as those
used to run Iran's nuclear program, are physically cut off,
or ‘air-gapped’, meaning hackers need a person — knowingly
or otherwise to carrv their virus into the svstem. This
puts them above the reach of many casual evber criminals,

Many networks in Defence and the industry supply
chain, however, cannot be digitally isolated from the rest
of the world and are therefore vulnerable to those |L|:JLiI1;_J,
to deal damage or steal money. Therefore, as governments

and militaries i rove their own defences, malicious actors

are turning their attention to an area in which ry.lu-r risk
management is not standardised.

In January, for example, Mitsubishi Electric confirmed
that it had been breached by an attack that may have com
promised defence and commercial information. The com
pany said that '|'|i;_',|||\ sensitive' information was not 1.1Ll'|1,

but email 1‘\["1.1“}_-_1". with ].Iil.lll-'\ Defense

Ministry and Nuelear Regulation Authority

were stolen .Il“”u 'L'Ai]l'h (‘l!1|5lll.\l‘l“-‘ |N'I"\“I1|Ij

sified svstems, l‘\[.ll]]i\l’lillj.[ what amount- “IT w-“s A "ETWHHK data, The attack Ilr’i;..',ill.llrtl from China.
ed to a digital beachhead, from which data  ADMINISTRATOR'S WORST Another case from Japan is that of Kobe
could be transferred to servers under for FE“H l HnEuE Pﬂﬂﬁﬂl“ Steel, which disclosed a 2015 breach fol

l'jgn control.
.. " '
It was a network administrator’'s worst

fear: a rogue program operating silently,

hands of an unknown adversary.”

Just two years later, researchers in Belarus
were troubleshooting Iranian computer net

\'l[lrL\ '.!fll.l i-LII.”II.I o L'[H.ll.' lll.ll h.!..‘r ."|j|Ll.'l.' i]L'-

OPERATING SILENTLY,
POISED TO DELIVER submarines.
poised to deliver operational plans into the OPERATIONAL PLANS
INTO THE HANDS OF AN SMEs. Three yvears ago, over 500,000 small
UNKNOWN ADVERSARY.”

lowed |r) a second atlempt a vear later.

l\lll]l' \'f'l'l 15 il'l\lll\l'{l n hlllllll[l}_{ _|"|I:|:|ril'\i'
The evber threat is also increasing for
Australian businesses were hit by evber-at-

tacks. Only a third of businesses sell-report

ed bac L;illp‘ up their data.

come one ol the most famous cvber-attacks
in history the Stuxnet virus. This is l|1u||}_:i1l to have en-

tered Iran’s nuclear centrifuges, which are physically and

digitally isolated from the outside world, on a USB stick.

THE THREAT TODAY

I'welve vears |.-1u-r, the evber threat has arown and evolved.
.'“ll.'il I]I.'[ll]ll' Are now aware 1 |'|-|.[ |"||.|\ ||'|.L_" da LHI{ t‘l'””l a tJl:l";ll‘
store ;m:] |1|||5"1_r|i!1;_{ il Into a secure ru-h-.urL % a |m{| idea.

“Evervhody knows the story a Few vears ago, if vou
spread USBs freely vou'd be amazed how many people
|!|ngg{'l| them in,” Penten CEQO Matthew Wilson said to
ADM. “It's amazing. But | think education has moved us
past a lot of that."

Yet a growing number of cyber criminals means the
threat has not decreased. Trov Hunt, founder of data
breach tracking website ‘Have | Been Pwned?', has used the
example of a breach of UK telecom TalkTalk to illustrate
the point. I'he 2015 incident caused £77 million in dam
ages and was initially attributed to ‘Russian Islamic Cyber
Jihadis' by police, before it was eventually discovered to be

the work of two teenage bovs.

The cyber landscape security is just as important
as the physical security, if not more so.

INTENT

According to Penten’s Wilson, the majority of cyber breach-
es are carried out with the intent of stealing money.

“The single biggest challenge in SMEs generally, and 1 in-
clude delence industry within that, is the age-old problem ol
criminals wanting to steal cash,” Wilson said. “The hll!!l!li'
way l]EI ||]1|I\i|lg at it is 1}]['[”.1?3‘}| E l.'rlllll:ll.t'lh eVes. (.ll |[f|||l;||.‘i
are ||I1l|i\'1i‘['{| EI‘. ('.lNl"I dl"i W |]| l.I'"'l”l as r1]||('|l as rll‘l‘:ll'[[ 1o
get a return out of an individual or small businesses.”

The risk is compounded for SMEs in the defence sup-
]J].l. C fmll], uhu iy !I.,H:' (] l,HIlI:'Hll u|||'| state l-l||||;|1'|:|
actors secking access to military secrets in additional to
non-state cyber criminals looking for easy money.

“In the context of defence industry, we have a range of ad-
ditional cvber threats to the general SME populace,” Wilson
said. “We have to make sure we're supporting Defence by
m.ulxing it as difficult as |‘-I:J\'\'i|:f1.' for I-nl't'ip_rl adversaries to
be able to use the mac |1'Il1|.'|f. of defence indust ry, espec i.|||f.
SMEs, to be able to

Digital avenues of attack, however, are widening as de-

essen the advantage that the ADF has.”

fence industry digitises concepts and processes. For example,
Awstralia’s hirst digital shipbuilding course began at the begin-
ning of April for workers involved in the Hunter class build
program, which will use an advanced “digital shipyvard' in its

Industry 4.0° .||:p|'||.u'i‘:|.
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“Businesses are on a path to digiti many elements as

they can, whether it be the actual entirety of what they do,
or the machinery that's orchestrating and delivering some
of their physical capabilities,” Wilson said. I think about
it this way — over many vears, we've developed physical se-
curity procedures that we have around our businesses, and
some of the logic of that needs to transfer into the digitisa-
tion of our processes.

“We don't leave valuables in the back of an unlocked car,
or even a locked car il it's visible. Some of those parallels

are lessons some organisations are still learning.”

GREAT EXPECTATIONS

Overall, education and advocacy, particularly on the part
of government, has increased expectations of organisations
and employees through the supply chain.

“You should be able to maintain a level of hygiene that
means vou're not low-hanging fruit from a criminal or for-
eign adversary perspective,” Wilson said. “There are no ex-
cuses anymore,”

Yet that does not necessarily mean that expectations are
the same for all organisations. Government bodies and
primes have a leadership role to play, even if all companies
should strive for proper i_"_g'hl:l' |1}gium: no matter their size.

“Primes have a responsibility for leadership back within
their supply chains, and they are absolutely taking hold of
that. Some of that has been driven legislatively, particularly
out of the US, and some of that Hows down into the sub-
contractors here in Australia through requirements within

their subcontracts,” Wilson said. “But actually those re-
quirements are not really different from what their require-
ments would be otherwise.”

There is also the obvious: there is a difference in cyber
requirements between primes and SMEs because there is
a difference in the volume of information they possess,
and the procedures in place to manage that information
accordingly.

“Cyber requirements might seem uhilluiluu_t., but theyre
not. You can think about it most easily at the extremes,” Wil-
son said. “If vou're a micro business supporting defence indus-
try, and you're one person, vour ability to manage and capture
and understand the information within your space is very dif-
ferent to an organisation of thousands in which the central
knowledge of information is being stored and treated.”

CYBER COMPLIANCE

Expectations can also change quickly. Towards the end of
last year, the US Department of Defense brought in the
Cybersecurity Maturity Model Compliance (CMMC) to try
and control damaging numbers of data breaches affecting
almost six per cent of the American defence supply chain.
Unlike the current model of self-evaluation, the CMMC is
a ‘unified eybersecurity standard’ for military acquisitions
that will apply to all US defence contracts irrespective of
the bidders' nationality from June this vear.

That is a quick turnaround. Despite concerns from
within the US about the speed with which the CMMC
is arriving, the Department of Defense is not budging.

GETTY

The fundamental change in cyber ex-
pectations on companies bidding for US
work is one of initiative. Rather than meet-
I':I“Ig R"'I.l'n'r ﬂ'l'llifl‘l'l'l:'lll.'«' once contracts are
won, companies will have to demonstrate
compliance to the CMMC before even re-
.'i|'mndil'|g Lo a request for tender,

“If you cannot demonstrate compliance
certification to the level n'c[uirvd in the
RFI, don't bother calling,” Ray Harvey, of
Cider House ICT in Melbourne, has writ-
ten for ADM. "CMMC will be the price of
admission to the game.”

PERSONNEL SHORTAGES

A separate challenge in Australia’s cyber
landscape is the on-going shortage of
skilled 1CT professionals. Last year, Tel-
stra decided to move a number of j(ll}h‘ Lo
Bangalore after predicting that Austra-
lia would have a shortage of 60,000 1CT
workers within five vears,

“We cannot find in Australia enough
of the skills, like soltware engineers, that
we need on the scale that we need them,”
CEO Andrew Penn said in a speech.
“There simply are not enough of them,
The pipeline is too small.”

“AUSTRALIA IS PUSHING OUT
WORLD-LEADING TECHNOLOGIES
AND CAPABILITIES — THAT IN ITSELF
IS EXCITING AND SOMETHING
T0 PROTECT.”

[.il-.(' .\'I(il]."i :{ht:rlagrﬁ i.l'l II‘I'II.‘I' STEM
areas, the number of qualified workers
available to Australia’s defence indus-
try is even smaller given stringent vet-
ting requirements. This means that visa
schemes like the 'Global Talent Inde-
pendent Program', which aims to attract
future-focused’ skills into Australia, are
unlikely to alleviate the issue.

“The rapidly accelerating demand for
software services in Australia provides
a clarion call to government and policy-
makers alike to help support an industry
long faced with skills shortages and sys-
temic issues concerning STEM participa-
tion,” Peter Nguven-Brown, co-founder of
Australian tech start-up LiveTiles, said,
“Critical skills in agile methodologies,

software-as-a-service, business process
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improvement and software development
are all in high demand.”

Even the Australian Signals Director-
ate struggles with this issue. Former head
Mike Burgess famously brought the ser-
vice ‘out of the shadows' in a 2019 speech
to the Lowy Institute in order 1o drive
recruitment, particularly of women. Bur-
gess had |m.'\'im|.\|}' highlighted competi-
tion with the private sector as a weight on
the number applications the organisation

was receiving.

Al AND MACHINE LEARNING

So what does the next few years look like
in defence cyberspace?

A common answer is blockchain tech-
nology, famously used to create cryptocur-
rencies like Bitcoin. .'\t'L‘IIflIi!'iR to Wilson,
however, this isn't particularly useful in a
defence context.

“It has fairly specific use cases for non-
ri.'|:ul'.||1't|il'_\..'. but in the context of defence
requirements it's not a technology that is
likely to be widely adopted,” Wilson said.

Instead, Penien is looking to machine
learning and its potential implications on
warlighting itself, which will increasingly
be a contest between machines,

“Penten quite specifically is orientated
around the logic of the Internet of Mili-
tary Things and the expected outcome of
machine-on-machine conflict,” Wilson
said. “We're building the pieces that are
missing to ensure Australia and its allies
have the ;u!\'unl.‘ig{- when this hnpprnﬁ."

The company is tackling the concept
from two angles. First, it is bringing gov-
ernment-grade encryption technology
out of secure buildings and into more
mobile technologies, including maobile
phones. Second, it is researching ways
in which machine learning can protect
the networks machines use to talk to
each other,

"We're only just beginning to under-
stand the genuine advantage of machine
learning and Al in terms of efficiency,
speed and precision in ways we've not pre-
viously been able to achieve,” Wilson said.

He is also adamant that Australia is the
right place to be for a cyber protection
business like Penten.

“Australian defence industry isn't just
about the domestic implementation of for-
eign solutions anymore,” Wilson said. “Aus-
tralia is pushing out world-leading tech-
nologies and capabilities — that in itself is
exciting and something to protect.” W

Support Australian made innovation!
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FROM BUNKERS TO BUSINESS:
VETERAN CYBER STARTUP

“Have a cup of teal” Cyber security expert Jared Cunningham's typically British
response to being asked for his top tips on dealing with sudden and significant change.

ADM STAFF WRITERS

ith a nearly 20-year defence career behind him, including
serving in Afghanistan as an infantry platoon commander
with the Yorkshire Regiment, the founder of Ravinn — a
Brisbane-based cyber security company — understands well
the feelings of stress and fear that can overwhelm people
during challenging times,

"Pt'np-ll' are ﬂ.':"ing i gh'dl 4.|1.';L| of pressure at thr M-
ment, but it's essential to pause, o think, and then to move
on,” Cunningham said. "There are often things that are
completely out of our control, so give yourself time to think
about the things that ARE within your control — what you
CAN do and what vou CAN change.”

Ravinn has recently been called on to help companies

quickly pivot from a traditional model of working in an of

fice space to a work-from-home environment — a scenario
that can leave organisations vulnerable to cyber threats.
“We have several clients for which we provide CISO (chiel
information security officer) services. We're on call when
they have an I'T security issue, but the current rush to work
from home poses a threat. It's easy to set yourself up to work
|_ru|1'| |lul'l'u.' lh('“' :|;|_\\, hl.ll, ({}] do so \t'k'lll'{']_\ i\ :ll'”'rl'i,'lll.“
“We've recently seen a massive increase in deliberate so-
cial engineering and phishing attacks. Hackers and crimi-
nals are making the most of what they see as an opportuni-
ty. They're relying on people making mistakes and clicking
on links and can easily fool people into believing an email
thev've just received is from the CEQ when in fact it’s been

spoofed,” Cunningham explained.
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MATTHEW WILSON

CED AND FOUNDER OF PENTEN

Canberra-based Penten have only been around for a few short years
but are making their mark globally in the secure mobility space and
cyber protection. ADM Managing Editor Katherine Ziesing posed some
questions to founder and CEO Matthew Wilson about their journey

and what's on the horizon for the growing SME.

DM: The pilot program to protect Defence SMEs - can
you outline what that is and why it's needed?

WILSON: One of the things that we've realised, especially
as a small business that has been focused on defence and
national security industry, is that it is the initial sleps nec-
essary Lo put in p].‘u‘v the information protections to begin
working within this space are a very big hurdle. The way

it has to be done right now is a set of

of Industry, with Defence, in fact the whole industry has
been talking about this for quite some time. Everyone kept
coming back to us and saving, ‘Oh, some of vour mobhility
technology, this would be perfect for this!" Our ability to
enable a secure network extension that would, cost-wise,
look mostly like what normal non-classified ICT might
cost a small business kept coming up.

We put a proposal to create a pilot

guidelines are given to vou through the
Information Security Manual and then
you have to go and source and build all
that |.':1pu|1i|ily _\nurm.'| f, and own it and
know it and then get it accredited by
yoursell. That's probably fine if vou're
in the ICT space but if you're in not
that space, if the logic of what you're
doing is probably more in the physical
capability space, then this in itself can
be a particularly significant barrier,
What it really means is it's harder to

maove up the classification stack with
reg.‘lrtln to the L'-.||mh'||il_1. that vou're de-
livering as an organisation because you
just don't have the infrastructure to be
able to do it.

A sirnp[vr t'\ilI11|)||'.': if you just want to
commence a secrel network within a
small business to be able to work on a
tender proposal for Commonwealth or a
submission as a subcontractor into one of
the primes, vou're talking probably about
$300,000 to be able to implement a small

2018 Co-Founder and CEOQ, Penten
2015  MNon-Executive Director,
Amiosec Ltd
(UK cyber innovator) (current)
2015 Director, Today's Plan
(training and analytics platform)
2012 Vice President, M5 Network
Security (Northrop Grumman)
2003 Founder and Managing Director,
M5 Network Security
2000 Business Development Manager,
SecureNet Limited
1998 Business Analyst, Foster's
Brewing Group Limited
1986 Secretarial Assistant,
Foster's Brewing Group Limited
1994  University of Melbourne:

B Comm, Corporate Finance

program that allowed us to test this,
and to do it in a way where it's not just
about ]UULil'lg a small pilﬂl but also
testing our ability to scale this envi-
ronment. When we started to think
about this, suddenly we were starting
to put ourselves in a position where if
we could implement a system of this
scale, we were actually going to give
Australia’s Defence Industry a com-
petitive advantage like nothing else
that exists in the world right now.
It also gives Defence and our
national infrastructure around pro-
tecting eyber a central place where
they could bring the national capabil-
ity to bear to protect the entirety of
the industry.

It is a small |li|:|t but it in my mind
it's particularly important because it
shows that we not ul':l} have a solution
to this requirement but this removes
the handbrakes on innovation and our

ability to really raise the bar on the cy-

amount of ICT just to be able to produce the document that
allows you to deliver. And so, as you can imagine, there's a
raft of implications that come out of that, There’s a bunch
of SMEs that don't move up the classification stack because
I.hcg. don't want to take on that burden. It's a step oo far, or
even worse, they try and compartmentalise information so
they don't trip that classification trigger, and that in itself isn't
necessarily delivering the best outcome for Defence.

We've been having this conversation with CDIC (Cen-
tre for Defence Industry Capability), with the Department

ber protections of our Australian defence industry,

What we've done with the pilot is really keep it nicely
bounded so that we know that we can get a good working
outcome and good learnings can go back into the Depart-
ment of Industry and Defence. We can then say, ‘Look,
we've made all this investment and all this |Jl|5|1 into build-

ing this fantastic sovereign Australian defence industry,

PENTEN
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CONTINUED FROM PAGE 50

we see some of the challenges that are coming down with
regards to limits to its ability to grow and be able to partici-
pate more broadly in the global defence supply chain, Here
is a strong competitive advantage that we can coordinate
in country.'

We can {'lHlI‘l.IilI.'l].l' and support a t‘c';||:|.-il|1:' cost based ca-
pability that will allow Australias sovereign defence industry

to stand out above the rest of its competitors and the world,
ADM: A term that you've used a few times

How does it affect users?

WILSON: We've talked E!ll‘t'\'iilll!i]_\ about this
idea of disconnected networks and this is a
real challenge with the idea of broader digi-
tisation. Digitisation works very well when
you're connected to everything. But if you're
working on classified networks that are dis-
connected, how do you access that if you're
not sitting at vour desk?

It’s not just about working from home re-
maotely, like we're facing today with regards
to COVID-19, but also within our offices as
well. One of the things that | keep describing to people is
that 10 years ago you would never have expected in a mil-
lion vears tow alk into a city train stop and see an advertise-
ment for a job at one of the security agencies, but that is a
thing that happens not just in Sydney’s train stations, but it
happens in a London subway as well,

And why? It’s because our ahility to attract and retain

talent within the defence, national security and certainly
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LEFT: Secure mobility
is everyday business
for Penten.

PENTEM

in the operator policy making space is really built on our
.'s.hl'JiI!u Lo Ccreale Ir1|:|+:|1.'rn “url.itl_g environments, Bt'i ng ;||:|v
to create the environments that will allow workers to use
their brains the way it's been wired through high school
and universities with mobile devices in their hands as part

of their decision-making tools.

I'm almaost 50. My university was rote learning things and if

you're coming out of a university today, and certainly over the
last few years, you do not do [hul al n". \\-11;” '.H:Iu-\'l.' |{'.'-|H|! how
to do is how to quickly find and bring together the informa-
tion that you need and really add value on top of that; that is
a significantly greater advantage to the nation.

My logic around that is we've got to think

is 'secure mobility'. What does that mean? “WE CAN COORDINATE AND about the ways that allow us to create those

SUPPORT A REALISTIC COST
BASED CAPABILITY THAT
WILL ALLOW AUSTRALIA'S protections that sit around rniljl.‘ir}: engi-

SOVEREIGN DEFENCE
INDUSTRY TO STAND
OUT ABOVE THE REST OF
ITS COMPETITORS AND
THE WORLD.”

tools to enable that g('l'u'l'.'lliul'l ol workers
within that space. In some ways it's '.a|:||:|LI1.

that but also managing and supporting the

neered things but more broadly it's about re-
alising that in the defence space we will have
more and more connected things and they
will be more and more mobile and non-static
places and still needing protection.,
From Penten’s perspective we've been fo-
- cusing on building new technologies that al-
- low that to take next step into secure mohility
at every moment, We looked at the market globally and said,
‘Here are the bits that are missing, Let's start building those.
And we're building them here from Australia and now export-

il'l].' II'IE.'II'L Lo Thl.‘ 'll'l..lrJ(I.

ADM: ASD is no longer certifying cloud providers on their
security. What effect do you think this will have on the
security of the sector more broadly?
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WILSON: To be frank, it's been telegraphed for a while now
s0 it was no surprise to anyone in this space. It doesnt mean
it's not a bit disappointing but 1 also appreciate that ASD
has and its ability to resource and execute on that remit.
Part ol that is rt-.'L"!.' saving, "We are an organisation that
will prov ide advice, we will pruridv some direction where we
can, but we will enable you to build the capability vou, as a
department or as an agency need to go and protect yoursell!

There are some elements of that that are difficult, be-
cause smaller organisations and smaller agencies aren’t al-
ways necessarily going to have the same capability of evalu-
ation for their own risk management purposes. It is in some
ways an opportunity lost. | understand w |1‘_5 ASD have gone
down this |1:|t||. but I'm also really mindful of the fact that
there's some elements that need to take that place.

Now whether that's commercial organisations stepping
up. whether there's some other support that's given, some
structural support — something will need to step into that
place because | just don't see every single agency being able
| £4] p('r‘l.ﬂi‘lll a blank \Ilt‘t'[ t‘\".illi'.llinr‘p l|1.:1 allows llu'rl: [}

make the informed decisions that they need to make.

ADM: The average time to detect a cyber security breach
is 207 days. What can companies do recover from such
breaches?
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WILSON: The speed at which your recovery can take place
depends on the amount of planning that you've done in

the first place. You've got to have an expectation that an

n is going to be breached. That might be big,
it mlghl be small but it's l'l'f[;lil1|:.' gning (}] |1:||!|||'n. S0
your ability, the speed at which you ean recover from that
really depends on the planning that you've put in place 1o
support that outcome,

The good news is there is an amazing cyber in-

dustry that's developing here in Australia at the
moment and primed to be able to support or-
ganisations in managing through and recover-
ing from those challenges that will take place.
Toll is a good example and a really salient re-
minder for us all (Editor’s note: Toll deliberately
shut down a number of systems across multiple
sites and business units in February this year.
I'he company said while only a
small proportion of
its I'rt'ighl was al-
fected, it had apol-
ogised to affected
customers and said
there was "no evi-

dence” personal data
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Order directly online @ www.customengrave.com.au

30 Cal. Range from top to bottom
+ 30 Cal. Bolt Action Bullet Pen 24ct Gold/Rose Gold
# 30 Cal. Bolt Action Bullet Pen Chrome,/Rose Gold
# 30 Cal. Bolt Action Bullet Pen Antique Copper/Rose Gold

*10% discount for Australian Defence Maogazine subscribers
—use code ADM at checkout

Ph: 0425 809 170 to speak to Richard
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had been i'nn'tprnmi'-'cth; you need to invest the time, the
money, planning and you need to have the relationships to
be able to support your recovery process.

Because it will happen, and the question is whether it's a
blip that causes vou an inconvenience for 24 hours or wheth-
er it brings your business to its knees, The difference is genu-
inely up to the investments that you're going to make as a
business in the days and months prior to that taking place.

ADM: Since being founded in 2014, what has the Penten
journey been?

WILSON: The founders of Penten have built technology
businesses in Canberra over the last 20-30-0dd years really.
Our thought process with Penten was about the realisation
that there were a whole raft of challenges that were sitting in
the defence and national security space that were not ln'ing
addressed globally. This wasn't necessarily just about trying
to support Australian capability, this was just about realising
that we've got a bunch of amazing young engineers in Aus-
tralia, yet the L'_\l:u:r uhallungus are growing l.'xpum'niiu"].'.

But there is an opportunity in that growth globally and
that we could orientate our engineering talents and capa-
hility on some of those global problems and for Australia
to become a centre of gravity based in Canberra to support
global programs.

As we sit here lu{lu}' after our first cuuplt‘ ol years which
were slow growth, we've really accelerated; we're doubling
in size. Right now the team is about 80 people here in Aus-
tralia; we have technologies that are being exported to the
UK, NZ, Canada and other parts of the world. More of
our tech is being used by the UK government than by the
Australian government,
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LEFT: The AltoCrypt Stik
enables secure mobility
without the need for
extensive cabling.

FENTEMN

ADM: What lessons have you brought into Penten from
ICT start-ups you've been involved with previously?
WILSON: 1 think the higgest lesson that I've had was re-
ally having a very clear understanding of your customer
need and the environment that it operates within, The
truth of the matter is that the defence and national se-
curity space is a little bit different to enterprise and re-
specting that the implementation of systems and systems
to systems within those environments is actually quite
important. You can scream at the clouds all you like but
the environment is the environment and vou're dealing
with humans at the other end who are nnl}' given a left
and right by which to operate.

So if you can find that orientation and know where those
boundaries are, then you can bring everybody along for that
journey. What that's meant for us is the speed at which
“t"h;' I'I{"t'l'l Hlil'&‘ [ [}] ng'\rl:lp ell:t' mature l.c.‘a."'multrgit.'s |'Ia.-i
heen really built owt of support and inclusion and partici-
pation |J_'.' Defence and other paris of government in trying
to build these solutions out. It comes with the know ||.'dgr.
an expectation and understanding that we would be com-
mercialising these, not only to support their outcomes but
to support global customers,

ADM: How important are international contracts to your
business?

WILSON: As I said, the UK government uses more of
our technology than the Australian government does but
that is changing quite rapidly at the moment. The UK
for us has been very important. There's been an ongo-
ing maturity of Australian government buyers in buying
domestically made technologies and they hark back to
bad old days, when government buyers seemed to assume
that the only best tech was coming out of a foreign envi-
ronment. That logic is not the same anymore, However,
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some of our procurement rules are still a little bit aligned
to that logic; some technologies need to have been prov-
en somewhere else before they're able to be implemented
here in Australia,

Hul tl'u:rt_' is a ]:l_gl':.' (A Ti1Lt lhal :-1""'.4.!; Il{'{ll}l{' Loy Hlup .'-lllr.]
say ‘No, il we're building Australian sover-
eign defence industry, it isn't just about im-
|'I|l.'|'1‘.|l‘l'|l.'ilil]l'l for our It'f:llnulug). it is abow
making our contribution back into the global
defence construct. And it's not about having
to make or do everything.

ADM: How will Al (artificial intelligence)
machine learning change cyber deception?

L'("lli(}l1 hllN ill\h’l"\-‘h IM'{'I'I i very I'll;.[ p.'l.l".' I:Ir

“THE SPEED AT WHICH
YOUR RECOVERY CAN
TAKE PLACE DEPENDS
ON THE AMOUNT OF
PLANNING THAT YOU'VE

DONE IN THE FIRST
WILSON: So in a defence construct, de- PI.EEB

that decoy information outside somewhere else, we know
that there's been a |lm|}|l'm with the information that we've
been trying to protect.

That's all great but it's all very mandraulic and very
H|)|,'|:.'I'ﬁi; an(l S0 A l.'lll]l'lll' of years ago we hlilrll'd o use, 1
would say very initially clumsily, but over the
last three years have really to a world lead-
ing capability where we're using machine
|v.‘|rning and Al to automate the process ol
building those decovs, making realistic de-
coys that are capable of effective deceptions
and allowing us to build traps or track who
is trying to steal some data. Or actually even
better than that, really change some of the
behaviours of those adversaries.

When we start to think about deception

automation using Al, we've been doing it

the way that a commander will think about
mounting operations. It's only been in more

recent times that we've started to realise that from a de-

fensive nature cyber deception technology creates some of

the same opportunities within a digital environment. Just
a‘impll.' things; like we know that if we're trying to protect a

piece of information, one of the things that we can do is to

with documents, network traffic, network
devices, or RF traffic. We've been doing it with a ralt of
digital and communication environments to be able 1o
create a new generation of tools that are either effective
counter-intelligence, detection or behavioural modifica-
tion tools where we can modify the behaviour of the ad-

versary Lo our ild'\- antage. -

FROM THE SOURCE | MATTHEW WILSON | 49 u

create decoy information that sits around it. When vou see
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Fortem supports the mental health and wellbeing of
Australia’s national security and first responder families

We connect people to a wider support network to
improve wellbeing factors

We connect families together
to strengthen family bonds

We connect communities together to enable
awareness, education and support

We connect organisations together to foster a
collective effort around wellbeing

www.fortemaustralia.org.au




